
For more information on this exciting 
initiative please visit us at:

www.pfpa.mil
or email

PFPAHSPD-12@pfpa.mil
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Project Integration Directorate

Homeland Security Presidential 
Directive 12 (HSPD-12)
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Privilege Management Program 
(PMP)

� e Pentagon Force Protection 
Agency is pleased to introduce the 
Privilege Management Program 

(PMP) in an e­ ort to improve the 
security posture of the Pentagon, 

Mark Center and NCR, while 
decreasing ine�  ciencies. � e PMP 

aligns with the requirements of 
Homeland Security Presidential 

Directive 12.

Pentagon Force Protection Agency
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Who
All persons requiring access to the Pentagon, 
and Mark Center; CAC and PIV card holders, 
Concessionaires, Visitors and Contractors 
will be required to enroll in the Privilege 
Management Program. Once enrolled, your 
CAC, PIV or alternative card will be used for 
physical access.

What
� e Privilege Management Program, in line 
with the requirements of Homeland Security 
Presidential Directive 12 will now enable the 
electronic capabilities of the CAC. 

When
PMP enrollment will be in a phased approach: 
Mark Center and Pentagon personnel will 
be the � rst groups to enroll and subsequent 
enrollments will be of other NCR tenants. 

Additionally, while enrollment in the PMP is 
underway, the Pentagon access control system will 
be undergoing planned upgrades.  To schedule 
your enrollment, please visit www.pfpa.mil.

Where
� e initial phase of the PMP implementation 
will focus on Mark Center and Pentagon access 
control. Later phases will include parking, visitor 
control and other National Capital Region 
locations.

Why
� e PMP is a key element of a Federal 
Government mandate called Homeland Security 
Presidential Directive 12, or  HSPD-12.          
� is mandate calls for a Government wide 
identi� cation standard for people gaining access 
to federal buildings and information systems using 
a vetted identi� cation credential.

How
Once enrolled in the PMP, the CAC will be 
used for both building access and your computer 
workstation.

� e PMP will automate processes and improve 
security through the use of the electronic 
capabilities of the CAC and multimodal 
biometrics.

Future Phases
Visitors will either be issued an electronic ID 
badge or have the ability to enroll their CAC, 
or other Federal agency smart card (PIV) 
for access. All visitors will be electronically 
sponsored and validated by the PMP.

Non CAC eligible persons requiring daily 
access (Concessionaires and Vendors) 
will enroll in the PMP to receive the new 
Alternative Card. � is card will allow physical 
access, but not to DOD Computers.

Parking and door access requests will be 
automated through the use of digital signatures 
and secure online web portals.

PFPA will start the phased transition from the 
building pass to the CAC and continue access 
control upgrades, so stay tuned for further 
updates. Also, PFPA has begun an education 
and awareness campaign that will assist with 
notifying building occupants. In the mean 
time, continue to swipe your existing building 
pass through the access control readers, as you 
always have!
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